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of information that are classified, the 
duration of classification, and the spe-
cific authority for continued classifica-
tion. If the information at issue is 
more than 25 years of age and the Ar-
chivist does not agree with the deci-
sion, the information shall nonetheless 
be temporarily withdrawn from public 
access and shall be referred to the Di-
rector of ISOO for resolution in col-
laboration with affected parties. 

(b) Reclassification after declassifica-
tion and release to the public under prop-
er authority. In making the decision to 
reclassify information that has been 
declassified and released to the public 
under proper authority, the agency 
head must approve, in writing, a deter-
mination on a document-by-document 
basis that the reclassification is re-
quired to prevent significant and de-
monstrable damage to the national se-
curity. As part of making such a deter-
mination, the following shall apply: 

(1) The information must be reason-
ably recoverable without bringing 
undue attention to the information 
which means that: 

(i) Most individual recipients or hold-
ers are known and can be contacted 
and all instances of the information to 
be reclassified will not be more widely 
disseminated; 

(ii) If the information has been made 
available to the public via a means 
such as Government archives or read-
ing room, consideration is given to 
length of time the record has been 
available to the public, the extent to 
which the record has been accessed for 
research, and the extent to which the 
record and/or classified information at 
issue has been copied, referenced, or 
publicized; and 

(iii) If the information has been made 
available to the public via electronic 
means such as the internet, consider-
ation is given as to the number of 
times the information was accessed, 
the form of access, and whether the in-
formation at issue has been copied, ref-
erenced, or publicized. 

(2) If the reclassification concerns a 
record in the physical custody of 
NARA and has been available for public 
use, reclassification requires notifica-
tion to the Archivist and approval by 
the Director of ISOO. 

(3) Any recipients or holders of the 
reclassified information who have cur-
rent security clearances shall be appro-
priately briefed about their continuing 
legal obligations and responsibilities to 
protect this information from unau-
thorized disclosure. The recipients or 
holders who do not have security clear-
ances shall, to the extent practicable, 
be appropriately briefed about the re-
classification of the information that 
they have had access to, their obliga-
tion not to disclose the information, 
and be requested to sign an acknowl-
edgement of this briefing. 

(4) The reclassified information must 
be appropriately marked in accordance 
with section 2001.24(l) and safeguarded. 
The markings should include the au-
thority for and the date of the reclassi-
fication action. 

(5) Once the reclassification action 
has occurred, it must be reported to 
the National Security Advisor and to 
the Director of ISOO by the agency 
head or senior agency official within 30 
days. The notification must include de-
tails concerning paragraphs (b)(1) and 
(3) of this section. 

(c) Classification by compilation. A de-
termination that information is classi-
fied through the compilation of unclas-
sified information is a derivative clas-
sification action based upon existing 
original classification guidance. If the 
compilation of unclassified informa-
tion reveals a new aspect of informa-
tion that meets the criteria for classi-
fication, it shall be referred to an origi-
nal classification authority with juris-
diction over the information to make 
an original classification decision. 

§ 2001.14 Classification challenges. 

(a) Challenging classification. Author-
ized holders, including authorized hold-
ers outside the classifying agency, who 
want to challenge the classification 
status of information shall present 
such challenges to an original classi-
fication authority with jurisdiction 
over the information. An authorized 
holder is any individual who has been 
granted access to specific classified in-
formation in accordance with the pro-
visions of the Order to include the spe-
cial conditions set forth in section 
4.1(h) of the Order. A formal challenge 
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under this provision must be in writ-
ing, but need not be any more specific 
than to question why information is or 
is not classified, or is classified at a 
certain level. 

(b) Agency procedures. (1) Because the 
Order encourages authorized holders to 
challenge classification as a means for 
promoting proper and thoughtful clas-
sification actions, agencies shall en-
sure that no retribution is taken 
against any authorized holders bring-
ing such a challenge in good faith. 

(2) Agencies shall establish a system 
for processing, tracking and recording 
formal classification challenges made 
by authorized holders. Agencies shall 
consider classification challenges sepa-
rately from Freedom of Information 
Act or other access requests, and shall 
not process such challenges in turn 
with pending access requests. 

(3) The agency shall provide an ini-
tial written response to a challenge 
within 60 days. If the agency is unable 
to respond to the challenge within 60 
days, the agency must acknowledge the 
challenge in writing, and provide a 
date by which the agency will respond. 
The acknowledgment must include a 
statement that if no agency response is 
received within 120 days, the challenger 
has the right to forward the challenge 
to the Interagency Security Classifica-
tion Appeals Panel (Panel) for a deci-
sion. The challenger may also forward 
the challenge to the Panel if an agency 
has not responded to an internal appeal 
within 90 days of the agency’s receipt 
of the appeal. Agency responses to 
those challenges it denies shall include 
the challenger’s appeal rights to the 
Panel. 

(4) Whenever an agency receives a 
classification challenge to information 
that has been the subject of a challenge 
within the past two years, or that is 
the subject of pending litigation, the 
agency is not required to process the 
challenge beyond informing the chal-
lenger of this fact and of the chal-
lenger’s appeal rights, if any. 

(c) Additional considerations. (1) Chal-
lengers and agencies shall attempt to 
keep all challenges, appeals and re-
sponses unclassified. However, classi-
fied information contained in a chal-
lenge, an agency response, or an appeal 
shall be handled and protected in ac-

cordance with the Order and this Direc-
tive. Information being challenged for 
classification shall remain classified 
unless and until a final decision is 
made to declassify it. 

(2) The classification challenge provi-
sion is not intended to prevent an au-
thorized holder from informally ques-
tioning the classification status of par-
ticular information. Such informal in-
quiries should be encouraged as a 
means of holding down the number of 
formal challenges and to ensure the in-
tegrity of the classification process. 

§ 2001.15 Classification guides. 
(a) Preparation of classification guides. 

Originators of classification guides are 
encouraged to consult users of guides 
for input when developing or updating 
guides. When possible, originators of 
classification guides are encouraged to 
communicate within their agencies and 
with other agencies that are developing 
guidelines for similar activities to en-
sure the consistency and uniformity of 
classification decisions. Each agency 
shall maintain a list of its classifica-
tion guides in use. 

(b) General content of classification 
guides. Classification guides shall, at a 
minimum: 

(1) Identify the subject matter of the 
classification guide; 

(2) Identify the original classification 
authority by name and position, or per-
sonal identifier; 

(3) Identify an agency point-of-con-
tact or points-of-contact for questions 
regarding the classification guide; 

(4) Provide the date of issuance or 
last review; 

(5) State precisely the elements of in-
formation to be protected; 

(6) State which classification level 
applies to each element of information, 
and, when useful, specify the elements 
of information that are unclassified; 

(7) State, when applicable, special 
handling caveats; 

(8) State a concise reason for classi-
fication which, at a minimum, cites 
the applicable classification category 
or categories in section 1.4 of the 
Order; and 

(9) Prescribe a specific date or event 
for declassification, the marking 
‘‘50X1–HUM’’ or ‘‘50X2–WMD’’ as appro-
priate, or one or more of the exemption 
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